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1. Which statement is correct concerning the trusted network detection (TND) feature? 

A. The Cisco AnyConnect 3.0 Client supports TND on Windows, Mac, and Linux platforms. 

B. With TND, one result of a Cisco Secure Desktop basic scan on an endpoint is to determine 

whether a device is a member of a trusted or an untrusted network. 

C. If enabled, and a CSD scan determines that a host is a member of an untrusted network, an 

administrator can configure the TND feature to prohibit an end user from launching the Cisco 

AnyConnect VPN Client. 

D. When the user is inside the corporate network, TND can be configured to automatically 

disconnect a Cisco AnyConnect session. 

Answer: D 

 

2. When using clientless SSL VPN, you might not want some applications or web resources to go through 

the Cisco ASA appliance. For these application and web resources, as a Cisco ASA administrator, which 

configuration should you use? 

A. Configure the Cisco ASA appliance for split tunneling. 

B. Configure network access exceptions in the SSL VPN customization editor. 

C. Configure the Cisco ASA appliance to disable content rewriting. 

D. Configure the Cisco ASA appliance to enable URL Entry bypass. 

E. Configure smart tunnel to bypass the Cisco ASA appliance proxy function. 

Answer: C 

 

3. An XYZ Corporation systems engineer, while making a sales call on the ABC Corporation headquarters, 

tried to access the XYZ sales demonstration folder to transfer a demonstration via FTP from an ABC 

conference room behind the firewall. The engineer could not reach XYZ through the remote-access VPN 

tunnel. From home the previous day, however, the engineer did connect to the XYZ sales demonstration 

folder and transferred the demonstration via IPsec over DSL.To get the connection to work and transfer the 

demonstration, what should the engineer do? 

A. Change the MTU size on the IPsec client to account for the change from DSL to cable transmission. 

B. Enable the local LAN access option on the IPsec client. 

C. Enable the IPsec over TCP option on the IPsec client. 
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D. Enable the clientless SSL VPN option on the PC. 

Answer: C 

 

4. Your corporate finance department purchased a new non-web-based TCP application tool to run 

on one of its servers. Certain finance employees need remote access to the software during 

nonbusiness hours. These employees do not have "admin" privileges to their PCs. 

What is the correct way to configure the SSL VPN tunnel to allow this application to run? 

A. Configure a smart tunnel for the application. 

B. Configure a "finance tool" VNC bookmark on the employee clientless SSL VPN portal. 

C. Configure the plug-in that best fits the application. 

D. Configure the Cisco ASA appliance to download the Cisco AnyConnect SSL VPN Client to the 

finance employee each time an SSL VPN tunnel is established. 

Answer: A 

 

5. Which statement about plug-ins is false? 

A. Plug-ins do not require any installation on the remote system. 

B. Plug-ins require administrator privileges on the remote system. 

C. Plug-ins support interactive terminal access. 

D. Plug-ins are not supported on the Windows Mobile platform. 

Answer: B 

 

6. A temporary worker must use clientless SSL VPN with an SSH plug-in, in order to access the 

console of an internal corporate server, the projects.xyz.com server. For security reasons, the 

network security auditor insists that the temporary user is restricted to the one internal corporate 

server, 10.0.4.18. You are the network engineer who is responsible for the network access of the 

temporary user. What should you do to restrict SSH access to the one projects.xyz.com server? 

A. Configure access-list temp_user_acl extended permit TCP any host 10.0.4.18 eq 22. 

B. Configure access-list temp_user_acl standard permit host 10.0.4.18 eq 22. 

C. Configure access-list temp_acl webtype permit url ssh://10.0.4.18. 

D. Configure a plug-in SSH bookmark for host 10.0.4.18, and disable network browsing on the 
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clientless SSL VPN portal of the temporary worker. 

Answer: C 

 

7. Authorization of a clientless SSL VPN defines the actions that a user may perform within a 

clientless SSL VPN session. Which statement is correct concerning the SSL VPN authorization 

process? 

A. Remote clients can be authorized by applying a dynamic access policy, which is configured on 

an external AAA server. 

B. Remote clients can be authorized externally by applying group parameters from an external 

database. 

C. Remote client authorization is supported by RADIUS and TACACS+ protocols. 

D. To configure external authorization, you must configure the Cisco ASA for cut-through proxy. 

Answer: B 

 

8. After adding a remote-access IPsec tunnel via the VPN wizard, an administrator needs to tune the 

IPsec policy parameters. Where is the correct place to tune the IPsec policy parameters in Cisco 

ASDM? 

A. IPsec user profile 

B. Crypto Map 

C. Group Policy 

D. IPsec Policy 

E. IKE Policy 

Answer: B 

 

9. Which statement regarding hashing is correct? 

A. MD5 produces a 64-bit message digest. 

B. SHA-1 produces a 160-bit message digest. 

C. MD5 takes more CPU cycles to compute than SHA-1. 

D. Changing 1 bit of the input to SHA-1 can change up to 5 bits in the output. 

Answer: B 
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